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2025 Enforcement Actions

Violation

Monetary

Corrective Action

OCR Headline Organization Violation Details
Type Penalty Plan
HHS Office for Civil Rights January Elgon Review and update
Settles 8™ Ransomware 7,2025 Information SRA; update RMP; Elgon failed to conduct
Investigation with Elgon Systems Ransomware $80,000 review, revise, and accurate and thorough
Information Systems’ distribute written SRA
policies & procedures
Conduct SRA annually;
develop and implement
RMP; develop,
maintain, revise, and
. L distribute written
HHS Office for Civil Rights Virtual Private policies & procedures VPN Solutions failed to
Settles 9" Ransomware January .
- R R Network Ransomware $90,000 to comply with HIPAA; conduct accurate and
Investigation with Virtual 7,2025 . .
. . Solutions, LLC conduct breach risk thorough SRA
Private Network Solutions?
assessment to
ascertain that all
affected individuals and
individuals were
notified
Conduct SRA annually; USR failed to conduct
HHS Office for Civil Rights ;T;’llj::iim process for g;;”rriteu?:: t:‘;\;‘;‘fh
Settles HIPAA Security Rule Cyber Breach . g o g . Y
N . . environmental and its information system
Investigation with USR Januar USR Holdings (Unauthorized operational changes; activity, and
Holdings, LLC Concerning Y 8s, Third-Party $337,750 P ) ges Y’ )
N . 8,2025 LLC develop, review, establish/implement
the Deletion of Electronic Access to . -
revised, and distribute procedures to create
Protected Health ePHI) . L L
. written policies & and maintain
Information .
procedures to comply retrievable exact
with HIPAA copies of ePHI
Solara failed to
((;);:]t;:;i?]rgeach Conduct SRA; develop conduct accurate and
HHS Office for Civil Rights attack led to ZQ‘V’Q'[‘;"‘;";?:;T,TP; it:]"rl‘;‘:fznstzg’cum
Settles HIPAA Phishing . compromise of ) P, o P y
Cvbersecurity Investigation January Solara Medical multiole $3,000,000 revise, and distribute measures to protect
Y y R g 14,2025 | Supplies, LLC P ’ ’ written policies & ePHI, and failed to
with Solara Medical employee procedures to comply provide timely breach
Supplies, LLC for $3,000,000 email with HIPAA; workforce notification to
accounts, L R .
exposed ePHI) training individuals, the media,
P and HHS
HHS Office for Civil Rights
Settles‘HIPAA Case Against January Memorial . Details of a potential MHS failed to provide
Memorial Healthcare Healthcare Right of Access | $60,000 X .
. 15, 2025 CAP were not disclosed timely access to PHI
System over Patient Access System
to Records
Conduct SRA; develop
HHS Office for Civil Rights and |mplem§nt BMP; NESG failed to
Settles HIPAA Ransomware January Northeast Ransomware $10,000 develop, maintain, conduct accurate and
Cybersecurity Investigation 15,2025 | Surgical Group ’ revise, and distribute

for $10,0003

written policies &
procedures to comply

thorough SRA

1 The sub-headline of OCR’s press release stated, “OCR’s settlement marks OCR’s 2" enforcement action in OCR’s Risk Analysis

Initiative.”

2 The sub-headline of OCR’s press release stated, “Settlement marks OCR’s 3'¥ enforcement action in OCR’s Risk Analysis Initiative.”

3 The sub-headline of OCR’s press release stated, “Settlement with Northeast Surgical Group marks OCR’s 10* ransomware
enforcement action and 4t enforcement action in OCR’s Risk Analysis Initiative.”
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with HIPAA; workforce
training

HHS Office for Civil Rights

Warby Parker failed to

imposes $1,500,000 Ciil Cyber Breach conduct accurate and
Money Penalty Against February Details of a potential X g ’
Warby Parker Accounts $1,500,000 implement adequate
Warby Parker in HIPAA 20, 2025 ’ ’ CAP were not disclosed .
K . Hacked, ePHI security measures,
Cybersecurity Hacking .
L Exposed) and monitor system
Investigation activity
HHS Office for Civil Rights OHSU failed to provide
Imposes $200,000 Penalty Oregon Health timely access to
Against Oregon Health & March 6, anngcience Right of Access | $200,000 Details of a potential patient records for
Science University for 2025 Universit g ’ CAP were not disclosed over 16 months after
Failure to Provide Timely Y receiving the initial
Access to Patient Records request.
Conduct SRA annually;
devel dimpl t
HHS Office for Civil Rights Cyber Breach Ra’s.zz\?;lo;mp emen Health Fitness failed o
Settles HIPAA Security Rule March Health Fitness (ePHI $227.816 main’tain revi;:e and conduct aceurate and
Investigation with Health 21,2025 | Corporation accessible via ’ distributé Writte% through SRA
Fitness Corporation* Internet) policies & procedures g
to comply with HIPAA
Conduct SRA annually;
develop and implement
RMP; implement
process to review
HHS Office for Civil Rights Cyber Breach records of information NERAD failed to
Settles HIPAA Security Rule April 4, Northeast (Unauthorized $350,000 system activity review; conduct accurate and
Investigation with Northeast 2025 Radiology, P.C. Access to ’ develop, maintain, thorough SRA
Radiology ePHI) revise, and distribute g
written policies &
procedures to comply
with HIPAA; workforce
training
Conduct SRA annually;
develop and implement
RMP; implement
) T process to review
:;3(?;2?;;2;2:::53:9 Aoril 17 Guam Memorial records of information GMHA failed to
. L. P ’ Hospital Ransomware $25,000 system activity review; conduct accurate and
Cybersecurity Investigation 2025 . L
with Public Hospital Authority develop, maintain, and thorough SRA
P revise written policies &
procedures to comply
with HIPAA; workforce
training
Cyber Breach Conduct SRA annually; .
(Numerous . PIH failed to conduct
Employee develop and implement accurate and thorough
HHS Office for Civil Rights Emg“ v RMP; develop, A e g
Settles Phishing Attack April 23, maintain, revise, and I
. PIH Health, Inc. Accounts $600,000 L . notify affected
Breach with Health Care 2025 Compromised distribute written individuals. media
Network for $600,000 P policies & procedures ) ’
through and HHS of the breach
L to comply with HIPAA; S
Phishing, workforce trainin within 60 days
Exposed ePHI) g
HHS Office for Civil Rights g:g?n‘ftl;x;f:‘ﬁé?p
Settles HIPAA Ransomware April 25, Comprehensive Ransomware $25,000 review previse and ’ Comprehensive failed
Cybersecurity Investigation 2025 Neurology, PC ’ ’ 4 to conduct SRA

with Neurology Practice

distribute written
policies & procedures

4 The sub-headline of OCR’s press release stated, “Settlement Marks the 5" Enforcement Action in OCR’s Risk Analysis Initiative.”
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to comply with HIPAA;
workforce training

Conduct SRA no less
than annually; develop
and implement RMP;

VUM has never
conducted an

Cyber Breach develop, maintain accurate and thorough
R-es‘olutlon‘ Agreement with May 15, Vision Upright (ePHI . . $25,000 revise, and distribute SRA and failed to
Vision Upright MRI 2025 MRILLC accessible via . . R,
Internet) written policies & notify individuals of
procedures to comply the breach within 60
with HIPAA; workforce days
training
Conduct SRA and Fnizgi:z;atltii;(;r
HHS Office for Civil Rights ((a/::l:t?\fr?:ehd :jee\cz\llt\; ar;r;t;ai:z/; lement access control
Settles HIPAA Security Rule May 28, BayCare Health P . p policies, sufficient
L . Access to $800,000 RMP; review, revise, and X
Investigation with BayCare 2025 System, Inc. R L . security measures,
Printed and distribute written L
Health System, Inc. . . and system activity
Electronic PHI) policies & procedures A
. review procedures for
to comply with HIPAA; X
L accessing ePHI
workforce training
Conduct Security Risk
Analysis (SRA); develop
and implement Risk
Comstar, LLC Resolution Mav 30 Management Plan Comstar failed to
Agreement and Corrective 202ys ’ Comstar, LLC Ransomware $75,000 (RMP); review, revise, conduct accurate and

Action Plan®

and distribute written
policies & procedures
to comply with HIPAA;
workforce training

thorough SRA

5 The sub-headline of HHS’s press release stated, “Settlement Marks OCR’s 13" Ransomware Enforcement Action and 9t Enforcement
Action in OCR'’s Risk Analysis Initiative.”




